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The National Institute of Standards and Technology is currently holding the second round of a competition to select

SHA-3, the next federal hashing standard. Fourteen candidate algorithms remain in the contest, and in this presentation

we consider the parallel performance of several of the algorithms. We use two common parallel architectures: multi-

core CPUs and video cards. Current video cards from NVIDIA have hundreds of processing cores which can be readily

harnessed for data-parallel computations such as tree hashing. To create a fair comparison of the algorithms we place

their compression functions inside of a single tree-based structure and investigate their performance on mid-range video

cards and large multi-core systems when hashing extremely large messages. (Received September 23, 2009)

1


