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Despite the importance of human error, research focus is still on computer systems to combat cyber breaches. Considering

human error and insider risks is an under-explored or under-researched area in cybersecurity. Humans remain the weakest

link in threats to cybersecurity and insider threat causes some of the major confidentiality breaches. Leading industries

in human factors aim at tight levels of security because of their inclusion of human error in their system design. In this

presentation, we attempt to shine light on understanding human factors in cybersecurity and propose the use of Object

Measurement to understand and mitigate insider threat. (Received September 15, 2020)
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