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To address the impact of large-scale quantum computing, new designs for cryptographic key establishment protocols now

commonly integrate tools from post-quantum cryptography. A standard approach is to rely entirely on cryptographic

tools, e.g., post-quantum signatures, for which no efficient quantum cryptanalytic attacks are known.

Available quantum resource estimates to implement, e.g., Shor’s algorithm, suggest that quantum cryptanalytic attacks

are not an imminent threat yet, and this talk focuses on a quantum future scenario. Here, an adversary is restricted

to classical computation during (today’s) protocol execution, but can leverage quantum computing after the protocol

execution has ended (in the future). Such a security model opens up the possibility to temporarily rely on established

hardness assumptions, even if in the long-term a quantum cryptanalytic attack becomes feasible. The talk shows how

password-authenticated (group) key establishment can be realized efficiently in such a setting.
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